Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


UNCLASSIFIED 
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Message Text 


FRANKFURT FOR RTC, RSS 

FOLLOWING TEL SENT ACTION SECSTATE FROM BONN NOV 07: 


QUOTE UNCLAS BONN 18532 
NO DISTRIBUTION OUTSIDE EUR/EX 


FOR EUR/EX 


E.O.l 1652: N/A 
TAGS: AFSP, ASEC 

SUBJECT: FY 1978 REQUIREMENTS FOR TERRORISM. 
REF: STATE 2521 18 


REQUIREMENTS FOR FUNDING TERRORISM ITEMS FOR FY 1978 
FOLLOW: 


FY 1977 BASE 

ACTIVITY 10/1/76-9/30/77 NON-RECURRING 

(1) (2) (3) 

UNCLASSIFIED 

UNCLASSIFIED 

PAGE 02 STATE 287810 

A. USIS 

2 . LOCAL GUARDS (CONTR.) 15.750 1 50 

3 . BUILDING SECURITY -0- -0- 

5. ALL OTHER SECURITY 33,980 19,460 

TOTAL: 49,730 19,610 
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ANNUALIZATION NEW REQUIREMENTS TOTAL 
(4) (5) (6) 

13,650 12,500 4L,750 

-0- 28,000 28,000 
1,340 44,900 60,760 

14,990 85,400 L30,5L0 

JUSTIFICATION: 

ANNUALIZATION COLUMN (4) 

2 .LOCAL GUARDS (CONTRACT) - $13,650 
AH COLOGNE $ 80 
AH FRANKFURT 600 

AH HAMBURG 320 

AH STUTTGART 12,650 

ANNUALIZATION OF FY 1977 COST OF GUARDS AT AHS HAMBURG 
AND STUTTGART (AUTHORIZED BY STATE 172044 OF 7/22/77). 

INCREASE INCLUDES 1 PERCENT INCREASE ADDED- VALUE-TAX AND 
ANTICIPATED 5 PERCENT PRICE INCREASE BOTH EFFECTIVE 
1/1/78; DEVALUATION IMPACT ALSO CONSIDERED. 

5. ALL OTHER SECURITY - $1,340 
UNCLASSIFIED 

UNCLASSIFIED 
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AH COLOGNE $ 110 
AH FRANKFURT 140 

AH HAMBURG 160 

AH HANNOVER 40 

AH MUNICH 470 

AH STUTTGART 420 

COVERS 1 PERCENT INCREASE ADDED-VALUE-TAX, ANTICIPATED 
5 PERCENT PRICE INCREASE BOTH EFFECTIVE 1/1/78; 

DEVALUATION IMPACT ALSO CONSIDERED. 

NEW REQUIREMENTS - COLUMN (5) 

2. LOCAL GUARDS (CONTRACT) - $12,500 

AH MUNICH - DAY TIME GUARD 

3. BUILDING SECURITY - $28,000 

BNC FREIBURG $5,000 
BNC HEIDELBERG 5000 

BNC NUERNBERG 5,000 

BNC TUEBINGEN 5,000 
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INSTALLATION OF POLICE AND FIRE ALARM SYSTEMS IN ABOVE 
BNCS (RECURRING RENTALS APPROXIMATELY $1,000 PER ANNUM) 
BNC HEIDELBERG $4,000 
BNC NUERNBERG 4,000 

INSTALLATION OF SAFE HAVENS OF BULLET RESISTANT 
GLAS/ALUMINIUM FRAME TO PROTECT STAFF DURING RIOT OR 
DEMONSTRATION. 

5. ALL OTHER SECURITY - $44,900 
AH BERLIN $12,900 

COVERS INSTALLATION OF POLICE AND FIRE ALARM SYSTEM 
($10,200), ONE YEAR'S RENTAL 

BINDER PAYMENT ($1,650), RENTAL FOR APRIL THROUGH SEPTEM- 
UNCLASSIFIED 

UNCLASSIFIED 
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BER 1978 ($1,050). THIS PROJECT IS OF UTMOST PRIORITY - 
ON REQUIREMENT LIST FOR THREE YEARS. 

AH BERLIN $ 4,000 (SECOND FLOOR) 

AH COLOGNE 6,000 ( 1 ST & 2ND FLOOR) 

AH FRANKFURT 4,000 (2ND FLOOR) 

USIS DUESSELDORF 4,000 (2ND FLOOR) 

AH MUNICH 1 0,000 (TOP FLOOR) 

AH HANNOVER 4,000 (GROUND FLOOR) 

INSTALLATION OF SAFE HAVENS OF BULLET RESISTANT GLAS/ 
ALUMINIUM FRAME TO PROTECT STAFF DURING RIOT AND/OR 
DEMONSTRATION. 

2 .LOCAL GUARDS CONTRACT)(USIS) ON BOARD AS OF 
9/30/77: 

COLOGNE 1 
FRANKFURT 1 
HAMBURG 1 
STUTTGART 1 

B. PROGRAM (S&E) 

FY 1977 BASE 

ACTIVITY 10/1/76-9/30/77 NON-RECURRING 

(1) (2) (3) 


1. MARINE GUARDS 9,510 175 

2A.LOCAL GUARDS (FSL) 99,920 -0- 

2B.LOCAL GUARDS(CONTR.) 273,420 1,030 

4. TERRORISM STAFF 1 1 ,965 1 1 ,965 

5. ALL OTHER SECURITY 42,350 22,645 


TOTALS: 437,165 35,815 

UNCLASSIFIED 
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UNCLASSIFIED 
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ANNUALISATION NEW REQUIREMENTS TOTAL 
(4) (5) (6) 

655 -0- 9,990 

2,380 -0- 102,300 

112,600 82,700 467,690 

15,695 -0- 15,695 

10,310 89,560 119,575 

141,640 172,260 715,250 

JUSTIFICATION: 

ANNUALIZATION - COLUMN (4) 

1 . MARINE GUARDS - $655 
HAMBURG $110 

MUNICH 110 
STUTTGART 435 

COVERS ALLOWANCES INCREASE EFFECTIVE OCTOBER 1977 

2A. LOCAL GUARDS (FSL) - $2,380 
BONN $2,380 

PROVIDES FOR PSIS, INCREASE OF 1 PERCENT OF EMPLOYER S 
SHARE TO SOCIAL INSURANCE CONTRIBUTIONS EFFECTIVE 1/1/78 
PLUS ANTICIPATED WAGE INCREASE OF 7.5 PERCENT TO BECOME 
EFFECTIVE, UNDER PRESENT CONCEPT, ON 7/16/78. 

2B. LOCAL GUARDS (CONTRACT) - $112,600 
BONN $101,410 

BREMEN 1,940 

DUESSELDORF 2,400 
FRANKFURT 6,420 

STUTTGART 430 

BONN - ANNUALIZATION OF GUARD CONTRACTS INITIATED IN 
FY 1977 AND PRICE INCREASES; PROVISION FOR CONTINOUS 7 
DAY-24 HOURS-COVERAGE OF THE RESIDENCE. 

FRANKFURT ANNUALIZATION OF GUARD CONTRACT WHICH 
UNCLASSIFIED 

UNCLASSIFIED 
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COMMENCED IN FY 1977. INCREASES FOR ALL OTHER POSTS AND 
BONN AND FRANKFURT INCLUDE AND/OR COVER INCREASE OF 
1 PERCENT ADDED- VALUE-TAX, AND ANTICIPATED 5 PERCENT 
PRICE INCREASE EFFECTIVE 1/1/78 AND DEVALUATION IMPACT. 

4. TERRORIM STAFF - $15,695 
BONN $14,685 
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FRANKFURT 1,010 

PROVIDES FOR POST ALLOWANCE CLASS 2 FOR BONN 

AND CLASS 1 FOR FRANKFURT; EDUCATION ALLOWANCE FOR 5 

STUDENTS IN BONN. 

5. ALL OTHER SECURITY - $10,310 
BONN $7,560 
BREMEN 1,920 
DUESSELDORF 40 
FRANKFURT 80 
HAMBURG 465 
MUNICH 45 
STUTTGART 200 

ANNUALIZATION OF RENT AND MAINTENANCE CONTRACTS INITIATED 
IN FY 1977 IN BONN, BREMEN AND HAMBURG. PROVISION FOR 
1 PERCENT ADDED- VALUE-TAX INCREASE AND ANTICIPATED PRICE 
INCREASE OF 5 PERCENT AS OF 1/1/78, DEVALUATION IMPACT. 

NEW REQUIREMENTS - COLUMN (5) 

2B. LOCAL GUARDS (CONTRACT) - $82,700 
BONN $66,700 

ADDITIONAL ARMED GUARD FOR AMBASSADOR'S MOVEMENTS 
($51,900) AND ARMED GUARD FOR EMBASSY CLUB ($14,800). 

FULL IUSTIFICATION IN SEPARATE SY CHANNEL TELEGRAM. 

MUNICH $16,000 
UNCLASSIFIED 

UNCLASSIFIED 
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ONE GUARD TO PROTECT THE REAR OF CONSULATE BUILDING, 

WHERE CONSULATE PARKING LOT AND MOTOR POOL/GARAGE 
FACILITIES ARE LOCATED. 

5. ALL OTHER SECURITY - $89,560 

MAINTENANCE CCTV SYSTEMS - $12,300. 

BONN ($4,260), DUESSELDORF ($3,460), HAMBURG ($1,350), 

MUNICH ($2,010) AND STUTTGART ($1,220). GUARANTY 
MAINTENANCE EXPIRES 12/31/77. SYSTEMS PURCHASED IN FY 76 
WITH DEPARTMENT FUNDS AUTHORIZED BY STATE 144851 OF 
OF 6/13/76. 

BONN $49,660 

ALARMS ARE NEEDED AT 14 SPECIFIC PLITTERSDORF LOCATIONS TO ENABLE 
IMMEDIATE POLICE RESPONSE TO A TROUBLED SPOT. 

DUESSELDORF $2,500 

INSTALLATION OF POLICE ALARM SYSTEM OFFICE BUILDING. 

MUNICH $25,100 

EMERGENCY LOUDSPEAKER SYSTEM TO PERMIT RAPID COMMUNICAT- 
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ION IN CASE OF EMERGENCY ($7,200); EXPANSION OF POLICE 
ALARM SYSTEM I.E. INSTALLATION OF ADDITIONAL CALL 
BUTTONS AT STRATEGIC LOCATIONS OF THE CONSULATE ($3,500). 
IMPROVE CONSULATE'S INDOOR EMERGENCY LIGHTING SYSTEM 
($2,500). AUTOMATIC CONTROL OF MAINGATE. PROVIDE GATE 
WITH ELECTRIC LOCK, DOOR OPENER AND INTERCOM, BUTTON 
CONTROL AT MSG/RECEPTIONIST CUBICLE AND COUNTERPART 
INTERCOM ($1,500). CONNECTION OF AUTOMATIC DOORS TO 
PUBLIC ALARM SYSTEM - TO AUTOMATICALLY SHUT DOORS 
IN CASE OF EMERGENCY ($1,200). CONTROL OF VEHICLE GATE 
BY MSG. TO IMPROVE SECURITY DURING NON-WORKING HOURS 
AND WEEKENDS GATE TO BE CONTROLLED BY MSG, UTILIZING A 
SPEAKER SYSTEM AND THE EXISTING CCTV FACILITY. 

UNCLASSIFIED 

UNCLASSIFIED 
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GUARDS ON BOARD 9/30/77: 

BONN 13 
BREMEN 1 
DUSSELDORF 2 
FRANKFURT 1 
STUTTGART 1 

STOESSEL UNQUOTE VANCE 


UNCLASSIFIED 


NNN 
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